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Self―Certification:DNS Abuse Mitigation

糀 縞 i埓帥 劇 nolatettm delegat肺 曲 叩 調 Domai則嚇 観 制 鈴 :沌d恐∬ ib占∴ itt of cont誼

responsible for addressing matters requinng expedhed attention and pro胡 dinga timew reSponseto abuse cottplaints

concerning any name registered in the TLD.

SCS.2‐ 1.2

The applying entity wi‖ ′no laterthan delegation ofthe TLD′ establish,publish′ and provide to ICANN the location of a mechanism

for members ofthe public to submit reports of abuse in accordance with the current obligations ofthe Base RA and any

Consensus Policies,

SCS.2‐ 1,3

The applying entity has developed proposed measures for rennoval of orphan glue records for names removed from the zone

when provided wtth evidence in wntten fOrm thatthe giue is presentin connection wtth malicious conduct(see specricatiOn 6)

SCS。2‐1.4

The applying entity has or wi‖ have at time of delegation′ established policies for handling complaints regarding abuse.Such

policies are to be maintained and posted publicly so that anyone can review the policies via the internet and any other means

deemed appropriate by the applying entity.The applying entity′ s policies at a minimum should contain appropriate confirmation

ofthe receipt ofthe abuse report,the process of review ofthe repo武 ,and actionsthat wi‖ betakenftheapplyingentiⅢ

confirms the repott is iesitimate.

SCS.2‐ 1.5

The applying enthy understands that DNS Abuseis Phにhing,Malware′ Botnets′ Pharming and Spam(when uSed to delヤ er other

forms of DNS Abuse).The applying entity understands and is prepared to contribute to the mitigation or disruption of DNS Abuse

in domainsin the TLD zone.

SCS.2‐ 1.6

The applying entity's abuse response capabilities are resourced appropriately to ensure a timely and adequate investigation and

response to reports of DNS Abuse.This includes capab‖ ities to receive and evaluate evidence of DNS Abuse in repotts,and to

take action to stop or disruptthe DNS Abuse.

SC5.2‐1.7

The applying enttty tt prepared to conduct pettodic scans of hs zone to identify r domains are being used to perpetrate DNS

Abuse′ and to maintain statistical repotts ofthe scans,the findings,and actions taken.
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