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A Security MetaMask Security Program

Building the most secure wallet in the ecosystem
while keeping users in control

Security Audits

Security is at the core of our development. Our libraries have been audited by security experts
and independent researchers. Reports are public:

 Diligence - August 2025 - mUSD contract report

o Additional mUSD M"Zero Labs contract audits: ChainSecurity, Guardian

e OtterSec - October 2024 - LavaMoat Webpack Plugin report

e Diligence - October 2024 - Delegation Framework report

 Diligence - August 2024 - Delegation Framework report

e Diligence - June 2024 - Delegator report

e Cure53 - April 2024 - Key-Tree Interface report

e Cureb53 - March 2024 - Signing Snap & Codebase report

e Least Authority - September 2023 - Snaps report

e Least Authority - September 2023 - Snaps Extension Integration report
e Cure53 - February 2023 - Key-Tree Interface report

e Least Authority 2022 - Seed Phrase Implementation report

e Least Authority - March 2020 - LavaMoat Plugin report

e Least Authority - November 2019 - Permissions System + CapNode report
e Least Authority - April 2019 - Mobile App report

e Cure53 - August 2017 - MetaMask Pentest report
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https://diligence.consensys.io/audits/2025/08/metamask-usd-token/
https://github.com/m0-foundation/mUSD/blob/main/audits/ChainSecurity_M0_MUSD_audit.pdf
https://github.com/m0-foundation/mUSD/blob/main/audits/GuardianAudits_M0_MUSD_report.pdf
https://assets.ctfassets.net/clixtyxoaeas/76dKRhPoUnL2HjR7MwYSdp/24235bbc0e6bc3c8c7164c7a6eeb339c/lavamoat_audit.pdf
https://assets.ctfassets.net/clixtyxoaeas/21m4LE3WLYbgWjc33aDcp2/8252073e115688b1dc1500a9c2d33fe4/metamask-delegator-framework-audit-2024-10.pdf
https://assets.ctfassets.net/clixtyxoaeas/6PHEdwca3aofTlXzrKq4pv/f2a7aacd1dcb35483cc73ab7996bd55a/metamask-delegation-framework-audit-2024-08.pdf
https://assets.ctfassets.net/clixtyxoaeas/1omwQ7taSA3vLMjJg9M0gV/fa81b994a2a06f123aababa4e4cf4afe/metamask-delegator-audit-2024-05.pdf
https://github.com/MetaMask/key-tree/blob/main/audits/Cure53-2024-04.pdf
https://assets.ctfassets.net/clixtyxoaeas/4sNMB55kkGw6BtAiIn08mm/f1f4a78d3901dd03848d070e15a1ff12/pentest-report_metamask-signing-snap.pdf
https://assets.ctfassets.net/clixtyxoaeas/5iuQsz3IWsIm9CCeRz0SIS/1f223ec40ae99872073d41d792228b30/least-authority-metamask-snaps-audit-api.pdf
https://assets.ctfassets.net/clixtyxoaeas/4k6l7bRAUAKwWFtEBQMPs/19ef2ff66a32a0de2d673ab5f4959f26/least-authority-metamask-snaps-audit-extension.pdf
https://assets.ctfassets.net/clixtyxoaeas/1Cespu5LLb2iXoeUDFRREN/51b78a9a7af491e1171e5521ff4bc58a/key-tree-audit-report.pdf
https://leastauthority.com/wp-content/uploads/2025/10/Least-Authority-ConsenSys-AG-MetaMask-Extension-Seed-Phrase-Implementation-Final-Audit-Report.pdf
https://assets.ctfassets.net/clixtyxoaeas/3NYHB3H55yJE6FarcVYi3T/adf9a6a20ba92e2f57bc25f8e10ee63d/LeastAuthority-MetaMask-Plugin-System-LavaMoat-Audit-Report.pdf
https://leastauthority.com/static/publications/LeastAuthority-MetaMask-Permissions-Capnode-Audit-Report.pdf
https://assets.ctfassets.net/clixtyxoaeas/21Xl5OpO91qva2H1kRaUqE/2aa6efddfd4e8bf5cbb4e6098ec34445/LeastAuthority-MetaMask-Audit-Report.pdf
https://assets.ctfassets.net/clixtyxoaeas/2cqVxOD2NsDJRKZBOj296E/ae25ac28a7fa9fc159e60fed53c985e4/pentest-report_metamask.pdf
https://metamask.io/
https://metamask.io/security
https://link.metamask.io/home?sig_params=&sig=OHXtQkiw6eH0yxVZb3wFabCEahlcimocFuh8I90u2nEF2Ats3ETf_fQ2qO4zEx8PYr5CXzU0PQFEOgXuGpmHvQ&attributionId=90c9de92-50b7-4731-a477-87dac2c66ed8
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MetaMask Bug Bounty

We work with an active community of security researchers through our Bug Bounty Program to
continually improve the security of MetaMask.

Your participation in this Bug Bounty Program is voluntary and subject to the terms and
conditions set forth below. By reporting a vulnerability to MetaMask, and thereby Consensys,
you acknowledge that you have read and agreed to fully comply with the rules disclosed in this
program.

Reporting a vulnerability

If you believe you’ve identified a potential security vulnerability in our products or services,
please report it to us using one of the following options. Please do not file a public issue or
discuss the vulnerability in public places like Discord, Slack, Twitter, etc.

Reporting options, if you think you found a vulnerability:

e Submit a report through the HackerOne platform https://hackerone.com/metamask

e If you cannot use HackerOne, we appreciate direct reports sent to bugbounty@consen-

sys.net. If you have data that you feel is particularly sensitive and would like to encrypt
before sending it to our bug bounty, please use the OpenPGP key for encryption at the
bottom of this page.

e Blockchain Security specialists and members of our DeFi Community wanting access to our
authenticated test environment can request access to our Consensys
programs https://hackerone.com/consensys.

We will make the best effort to address all vulnerabilities as soon as possible and coordinate
the disclosure of the finding with the researcher. All other non-security related bugs in the
codebase should be filed as an issue on GitHub.

Policy for responsibly disclosing vulnerabilities to the public

Our responsible disclosure policy employs a process where vulnerabilities are first triaged and
addressed in a private manner, and only publicly disclosed after a reasonable time period. This
allows the vulnerability to be patched and an upgrade path for users. The responsible
disclosure policy helps protect users of the project from publicly disclosed security
vulnerabilities prior to a patch being released.
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https://hackerone.com/metamask
mailto:bugbounty@consensys.net
mailto:bugbounty@consensys.net
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https://link.metamask.io/home?sig_params=&sig=OHXtQkiw6eH0yxVZb3wFabCEahlcimocFuh8I90u2nEF2Ats3ETf_fQ2qO4zEx8PYr5CXzU0PQFEOgXuGpmHvQ&attributionId=90c9de92-50b7-4731-a477-87dac2c66ed8

7/29/26, 11:27 AM Join the MetaMask Security Vanguard: Our Bug Bounty Program
Please refrain from malicious acts that put our users, the project, or ar - ~¥+h~ ~e~in~tiotegm
members at risk.

Please do not disclose your findings outside this Program until we have had the opportunity to
review and address them with you.

Follow HackerOne’s disclosure guidelines.

Open PGP key I Copy to clipboard

————— BEGIN PGP PUBLIC KEY BLOCK----

mQINBGIm1ZABEACpbTPkgC3vtCdt5vizZS1dq0J44RZm4QEXIW3YJUINWZIRS7XVv4
39KF1iYDWHM6aNLkq3bcxrT+grnhxXKTRGvemciT/EhITGWQ+SIw5SKCVvNN4vdfAEW
AWE2QuX4IB7SuilxCedmxDLURQNeEY19frKbgaMcpF4PqQaeAoJUDITFvTabR+xZ
OVyPdb5gXfINGXII5hgW+RB3ej19w4ViXKTMIe@HLCOP1HNKiL+x6162hpPtD1X0Z
r5cEIOpuB6e4RtN/vStM8nD/vNILArVKKtP1zAGecm2NPxYHjcL/SsjKs0CQ/4g5
RSMXta3+3MGYqKM5ZRawfcMOOx8qoVcZBQ+uezUczksaF4dUg4WiDEqWWoRp1jBS
AUuYEpQdGZYL8W4ehutf8eP7PKUNRG7dludeSa5+70+@H2YRIV5WLSx1mS7jsc+hSp
DOHULTMZE3rQmOR1IL56bITysolL4afFoy4onelWE917m/UQ3SZ2KpvNVObxpbtMF
/ynZbMtC8TKdTq2ss9n40J1z6QyDVU++U6CE1KHdbyVvRGCFX7Za8l/hnG4p4yheO
K8ecpj/hdxBjPEaamvAOD5km8L/1Hj6hTGdtfwTgoiDLRmMhR1I1uwAJcJIJ1WQwoq
+hWNnLA4j9QxwZg5aizf2zEdvXFS39Dm70Gw2ENI4uAyzUA7HyP/sBFzHWQARAQAB
tCdDb25zZW5TeXMgU2V]jT3BzIDXTZWNPCcHNAY29uc2Vuc31zLm51dD6JA1gEEWET
AEIWIQQNxr8bL81MhOMVz4HHVNepxZ/871gUCYibVkKAIbAwUIA80bkAULCQgHAgMiL
AgEGFQoJCAsCBBYCAWECHgcCF4AACgkQ1TXqcWf/09ZDDg/ /b28MhJUM1yZTI53Nn
zHge@dV8dnmkjPoCRD1ZwCZ1j869d1HsmZDOR4caqIwX1L8kXQwhPig+ZqVMIuNV
Y+ax7jM4Lj8Ir07U4X6cr@iK0q3+aEJyIbUBIvz49CeynHelUj8iprSGYd+2WH2Yv
1krp21DLXtT094W1CDog@nsywplb6IRwWQ42ANnBeM1BiNZnuqCtqrdy5LnIwOMAC]X
ZVXKdU7iLbs2nYNPTEXp7PWdMQOqb1SOh+sYYoYoy+Z2Lbe51lomtABjitSz9uV03
W6pPp/UqmUhd@44xKAKQAOLlyzxr7hg9RsT8yRItrRXkg4AC130ycXiV2MU68/LUSW
3I3w7AFNYdwBuwgJuhploCewWMispEfZGymlWvilz+bAOwXm8op5U0qk9mQqgitr
109B4XxxuUeFMZm1Tn/g@ONGhS75Iks8m9XTCGGX8WNTr1LdNVOWPNL3m5+11NjvcZl
DHbe+DX1ak82Lzq70k710zStCel8HKnxqzCFjBFUUhSIgDLXK1BVbjY8c0OV1sZ0G
+4peTIOXZiY09CxQ3PmDEfkkrIkaHcm/dZsZomI7 TzxU4fgWhwRyYVTKYIy6km+j
dnNXy628YPHdoyRIVo8LTfULC3v40Tn4GLpM2K6PfahTue7u2N9UgLjmNrF/3bleN
PXZENYK7ZXOwSx9teF16zQjgIau5AgOEYibVKAEQANCRs+MK2vTPVHHBNYUORZZm
61aHUEs8u@KyHLuUtxrWcl88ebVDDz50xJJk4QI1zAAwacw4BKtkbolMY3rhRtIXSz
qguFrrzvBDiwQtuJb3UJss7rlwdzfdCphyuCtN8NOQM51IDOEo2ey+BBiv15fuSk
Dfqpkqlx1nzBOBCZ9btdévLLNQ1DtKY@XUVKT1Xx71ruvODDY4NPTQ4LN6g1Mo4XJu
TBua+4zZcSGOzF4KPNQqNxQxNQwnBtOHkFx3D2hByUoLxfwtUCocashquVbVQEXC
GW9IQh1QLAvVjVr7h5ZR+eiChK+xrYSomdLnaAtBh4rco/RNtRiDg5ruaIlthplVKGa
BvNYh4Com9TKgfL99abiVmWoUS+Ex3pGQ8yHsxrbDEs7SHggMfPYxi7WO0idP3nQp
1kphgbal@2zqk1REH/LRpiujD7EIT7KOU5SL/FXuGilvéHWro5s4t68IIcO0fix3G6
ggi9EswXrV1FV8XZ4AzjNUWMmMh3UK11h5bmESADZOKcUPNd8iRHTQy8qrKhvxnUé
XT5Ri1ITs+dZ+Bvs681Tp7InMfLdUqgRXTZcKbav7ZSGmsPsMeQECMTtABA6AIbysC
/dYvQmA9PWHIW1TDLTMI+8asVxmbYcIbpARWqC7pPBeJuTFJIjQYv3BtMhRNBjrdE
reXOTfXIX6AVvjpvUqalBABEBAAGIAJwWEGAEIACYWIQQN1:8bL81MhOMVZz4HHVNepx
Z/871gUCYibVKAIbDAUJA80bkAAKCRDVNepxZ/871qpvD/94YBe42DpUsYRboZ/M
kZFDHbofR/@OHCMLPYRsGRUVETZ70IpImfrNyK9n2fGRnIWy/Eck8b4q40vqtZxPé
cSTOY1Zmn5gdWofPrjU3Ialgj4mZsPtwqYzsbMwhYKRFqG9uaM8vYUJbFPJ95XmE
UYmkDAIb7dXvNPrAKKdyerqgbeRxmiwPD+5DVBzZCCRKSaEXil1I4mY813yVcl2GeY
315G1O0mg9GCN4NYvdZtwVjIXVDmuBi@yX0s5X0onaH3pUhuHYteXpTkR8fWIOF51T
ppGNkkOXT3b6NIAUTrIbKb8XLbzVDF4nywIuHtsV20LHKCm1Wuzx9Y2CzYt/9y8dv
C2xmBxMBt+eGCGkTbsSNQqEtIkR4vgogYGkfFVqzAw90iZnC3vyHdw7WWjqTvéeYb5x
mxrcuhaYqAq9ovEaWZEDOX7EZqFGOix7thLWwZEWSYwaX/AdQwOb4RYZ+Q9yf21WAU
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https://metamask.io/rwa
https://metamask.io/money
https://metamask.io/buy-crypto
https://metamask.io/card
https://metamask.io/price/metamask-usd
https://metamask.io/earn
https://metamask.io/developer
https://docs.metamask.io/
https://developer.metamask.io/login
https://metamask.io/developer/delegation-toolkit
https://metamask.io/developer/embedded-wallets
https://metamask.io/developer/sdk
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https://metamask.io/download
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https://metamask.io/how-to-buy/pepe
https://metamask.io/how-to-buy/tether
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